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What is FIDO

FIDO Z2EHEZAFFEFAM FIDO MBI EN—EMKHARE BEERREARNEPEARSEREHESTH
ENZEH - MEEMATESBBARESIMNE (Public Key Cryptography ) ZRBETZERERRE (MFA) L
REMRHEAREN B BRBEMREZSIHIERWESE -

EHELRR  BELXANERMAERRBEARRE S - ANER 10 ESMEEEMNEERBRENB LM
B2 HINSHBREREEREHIE  BRlRERRSE  TEELEESREBNBRALRREHRELHE -
FIDO M2aEREBASEEEMRERBEZ NREN —BERSRRE -

BREWNEATASEOAERZE AR AT ERZNERETEY - KBS 1E5 (Identification ) 25
fasE ( Verification ) EREAZEE N ZE - BRAFEA  ARERFBENERRIREN - IEAERAZEALEE
fyEBEeeE - IR IP IBMFEAEHBM—KETEA -

FIDO MEBEER - HEMBMNEERERETE SRS  BEHATMBRBRLEAISED - FIDO #EERERER
ERMRFEEAEERR  ENLSLHAREN S - tRIEASHWRR - BAZERE -

f o simpler
stronger
ALLIANCE @ authentication

FIDO B75#duA
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FIDO's three major authentication protocols

FIDO UAF

Universal Authentication Framework -- UAF ZIEZBESEYHHBSRERE  BRERAEZIEGNEZE S AL
5 - BRLTHEEREE W FIDO UAF 2 (stack ) FHREBOILUEEEKIGIEE D EBIEAME  SSHE - WA
BAZBE PIN SHNETHELEA  BEREFREATERBRRE -

PASSWORDLESS EXPERIENCE
(UAF standards)

LOCAL DEVICE AUTH SUCCESS

~ $10,000
i;; $=nimmp

;ff‘ TRANSFER NOW

SHOW A BIOMETRIC DONE

B R 2R : FIDO B 75 Ak

FIDO U2F

Universal Second Factor -- U2F ( £ FIDO2 7E#h#E KM% CTAPL) BIRZIRERERE - FRAER THWABCS
KEMIRSEZERI - DASIBRHUE_FERBEARREPRECHESHD  MELIMNMINE_RARES TAERERE
#. NFC ( Near Field Communication )~ 25 {&Ih%E BLE ( Bluetooth Low Energy ) ELFE - SL2EAESNERE USB
NZxLHFEREE  FTABREZ—ELERRRKRE -
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SECOND FACTOR EXPERIENCE
(U2F standards)

ONLINE AUTH REQUEST LOCAL DEVICE AUTH SUCCESS

LOGIN & PASSWORD INSERT FIDO DONE
SECURITY KEY
PRESS BUTTON

E R 2R - FIDO B 7 #8uk

FIDO2

FIDO2 R=AREBMZES PRMW—IEHE  SHEIKENABE (W3C) WHERERERE (Web
Authentication - WebAuthn ) LUK FIDO WEFIR 25528 ( Client-to-Authenticator Protocols - CTAP )
FRERARN - EABKR T REaBBHEEAURERZERSE - EEANFBEERES 7 WebAuthn BERE XS
E2RAIZIE - FIDO Alliance %=~ WebAuthn £ 2019 F=B#EERIEXWAEZTE - BEIRKR TZE
Windows 10 L& Android F£&24 - #3238 Google Chrome - Moxzilla Firefox + Microsoft Edge MK Apple
Safari EMEZNE:R - EENHREZEAETEESNFEEREE LB FIDO FEETENEE - HRABRBIEE
HKHFEE -

RP APP SERVER
App calls for

FIDO Authn
through browser*

W3C Standard:
Web Authentication E EROWEER OPTION 2:

JS API* External Authenticator

| I E A - Client To Authenticator Protocol*

PTION 1: INTERNAL
gn_dg,;ce AUTHENTICATOR L1 FIDO SERVER
Authenticator*

SN * -
[ ? 1 Iﬁ\\] ‘ * ’ -.'.-.
O JLV | e METADATA
* FIDO2 Project

RELYING PARTY 20— 000
. @ EEIATOn FIDO AUTHENTICATION o

o
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How does FIDO work

[
How FIDO Registration Works
Registration request
3 - AppId, «
o g:;'r"ﬂ"g& Client Relying Party
: (LR . Authenticator channel ID {o-g. web o Appid, Challenge (0.9, web
.. (e.g. YubiKey) jene e g : browser) I n,, SEVICHIie)
Generate -
: o private key,
- public key,
% key handle
R R
/ o Public key, key Verify client data,
- Private key handle, signature verify signature,
: (per service/site) store public key
and key handle
Successful
registration

5 5 22 - Yubico

]
How FIDO Authentication Works
. o Login request
-
o Gc:;'f”ge‘ Client Relying Party
’ T = Authenticator channel ID (e.g. web o Challenge (e.g. web
-t . (e.g. YubiKey) e . browser) i service/site)
Require test of
° user presence
before private
key can be used
‘. .-" --'-. .-"
------- Slgned response Signed response f Public key
w Prlvate key
T (per service/site) o Check signature
using public key

* to verify origin
and channel ID

5 5 2% - Yubico
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CW9008 FIDO key application

USB connector

schematics

VQFN32
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CW9008 FIDO key product description

2
I

g

FIDO

7 i

Clife key ERFHERHEIIAZEELA EIVE M - & —(HH1 FIDO [ EaslssiEg L 2ais - BAMK
NZRZ G LB AN S REZS RS (MFA) A1Z24258% - tJHERIRIEIZ 2 ik
YNNIl TECIrS

EEanRy L

o JFENLYTEZTE FIDO Egssliias: WebAuthn, FIDO2 CTAP1, FIDO2 CTAP2, Universal 2nd
Factor (U2F) -
o Y FEZFE OS: Windows, MacOS, Linux, iOS, Android, ChromeOS.

TENG HEE EERANERE (ERBSHEHE)  CRNE (QFA) NSRES RS
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(MFA) > Hilt FHA]5E, SimBEaest - BB - Bi7K - BiRER © i3t - R s HEFlRmE S

SRR |
BB

Product Category:
FIDO

Product Description:

Clife key is a product developed and produced by ChipWon Technology. It is a hardware security
key certified by the FIDO Association. It has a powerful multi-factor authentication function and can
be used for multi-factor authentication (MFA) and secure login. Ensures account security and
provides strong authentication protection.

Feature of product:

The product supports multiple FIDO authentication protocols: WebAuthn, FIDO2 CTAP1, FIDO2
CTAP2, Universal 2nd Factor (U2F).

The product supports multiple OS: Windows, MacOS, Linux, i0S, Android, ChromeOS.

Flexible Authentication: Choose from strong single-factor (passwordless authentication), two-
factor (2FA) or multi-factor authentication (MFA) that is durable and reliable; high-quality design
that is tamper-proof, water-resistant, and crush-proof. From design, chip manufacturing, packaging

to finished products, they are all made in Taiwan.
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CW9008 FIDO certification

Certification

In recognition of Chipwon Technology’s achievement of FIDO® U2F Authenticator Certification:

Company: Chipwon Technology

Product: Clife Key

Specification: U2F

Specification Version: 1.2

Implementation Class: Authenticator
Authenticator Level: Level 1 (L1)

Functional Policy Version: 1.3.9

Authenticator Policy Version: 1.4

Security Requirements Version: 1.5
Interoperability Date: March 28, 2023
Conformance Self-Validation Date: March 7, 2023
Vendor Questionnaire Approval Date: May 5, 2023

. Certificate No.
f'HdO U2F100020230612001

CERTIFIED Issued
June 12, 2023

e

¥

Certification

In recognition of Chipwon Technology’s achievement of FIDO2® Authenticator certification:

Company: Chipwon Technology

Product: Clife Key

Specification: FIDO2

Specification Version: CTAP2.0

Implementation Class: Authenticator
Authenticator Level: Level 1 (L1)

Functional Policy Version: 1.3.9

Authenticator Policy Version: 1.4

Security Requirements Version: 1.5
Interoperability Date: March 28, 2023
Conformance Self-Validation Date: March 7, 2023
Vendor Questionnaire Approval Date: May 5, 2023

Certificate No.
f-i d O FID020020230612001

Issued
CERTIFIED June 12, 2023
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Support customize needs

FIDO key interface is via USB interface. We can customize FIDO features to fit
customers’ FIDO sever functions. Chip serial interface besides USB also has

SPI/12C/UART interface can meet customers requirement.

An operational example of the CW9008 FIDO Key

Resetting a FIDO2 security key

You should consider resetting a security key if you have lost and cannot recover a required credential (for
example PIN, PUK or Card Management Key) OR if the security key is to be assigned to a new user. Make sure
you understand what is being reset in context of your actions: the entirety of the device (all applets) or just a
specific feature (e.g. the FIDO2 applet).

NOTE: In most cases, resetting using Windows 10 will be the best approach as it is simple, fast and does not

require the use of any 3rd party software.

Resetting you security key in Windows 10
As noted, this is probably the best approach, assuming of course you are working from a Windows 10 host.

Approach applies to all FIDO authenticators regardless of make, model or form-factor.

Press Windows + | to bring up the Settings app
In the search field, type “fido” and select either result
(both appears to link to the same sign-in options view)
3. Select Security Key from the list and then click Manage
4. Touch the security key when prompted and then select Reset
5. Select Proceed and follow any additional prompt.
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Settings = =] x
JohnDoe
Local Account
Sign In
@ Windows Update mT Rewards ras Web browsing
Last checked: 3 7 Restore
e CL, Set up security key recommended
€L, Sign-in options
fido X
E System Ei'i Devices
isplay, sound, notications; Bluetgoth, printers, mouse
paoweEr

Search for “fido” and then select one of the results (will lead to the same screen)

Settings - O b4
® Home Sign-in options

Manage how you sign In to your device

Find a setting

Select a sign-in option to add, change, or remove it.
Accounts e« Windows Hello Face

~ Sign in with your camera (Recommended)
A= Yourinfo 2= Windows Hello Fingerprint

)

Sign in with your fingerprint scanner (Recormmended)
= Email & accounts
ran  Windows Hello PIN

I CL. %isainBations = Sign in with a PIN (Recommended)

El Security Key

B3 Access work o school Sign in with & physical security key

Select “Security key” from the list of authenticators
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Windows Hello setup X

* Security Key PIN

Creating a PIN for your security key helps keep you
secure

Change

Reset Security Key

Rernove everything from this security key and resst to
factory settings

Reset

Close

Select “Reset” to proceed towards factory reset
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Windows Hello setup

Reset Security Key

The security key will be reset to factory settings. All data and
credentials on this key will be cleared.

Proceed

Cancel

ChipWon Technology Corporation

Point of no return
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